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WATERSTREET DATA SECURITY

By adhering to Microsoft Azure Security Fundamentals our client's data is encrypted both at rest and in
transit.

Microsoft Azure Encryption
a. Dataatrest
I.  Storage containers, SQL Database, App Data
o AES-256
o Record Specific Salting

o

Double Encryption of DB when combined with SQL DB encryption
o Configurable data hashing
b. Datain transit
|.  Connection/Transport Layer

o TLS/SSL secure transport

o API Keys

> Azure Key vault for secure keys

o Single Point of Authentication

c. For additional information please reference Microsoft's Azure Encryption OverviewNautix is built on
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https://docs.microsoft.com/en-us/azure/security/fundamentals/
https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-overview

